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Q1. log4j7t FAeI7tQ?
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O log4j 2% o (linux)
- dpkg -l | grep log4j

- find / -name ‘log4j*'
:/S

LR

sudo find / -name 'log4j*'

[sude] password for a:
/home /a/apache-log4]-poc/log4]-rce.iml

Jtmp/mozilla a@/log4].java
/tmp/mozilla a@/log4j-1.java
Jusr /share/maven-repo/org/slf4]j/logd]j-over-slf4j

O logtjel 7152 M2 ST RO UojLrs Yzol BE |2 U HAAD wM
OMTEE BAL| S8 B4R Was |5l PEE HBHE 9Ess Z2
MO Java 7|8IQ] BE O|E2[AHO[MUAM ALY 5= JUSLICH

Q2. log4j 1.x HHEOME FEHS O|X|LtR?

O log4j 1.x HTE 0|0] 2015d 0| 7|=X|A(YOO|E)0| Z=EALE= EHOt[HE0
=8 70| &L AMHTCRE YHO|E HMESHV|E HIOgLC

Q3. F AT log4E AHBSID A=A {EA =HelstLia?

O log4i& ME83dH= ME0l| 2ot FEE otz FA0M =l = USLICE
- SEHE A T2 Z2 ot 30| HESHH SiY MZEALE O MZARE eHLESH=E

* https://gist.github.com/SwitHak/b66db3a06c2955a9cb71a8718970c592

<linuxOll A log4j HX| o 2Ql>
O log4j 2% & =2l(Windows)
- window explorer®| ZM 7|5 (log4j HAM)S 0|8
X [ Be
f , o5 =4 MR o= A sy 4O
SIR[ + Ofx| 7 = B AEE

<windows explorer®| AM7|5& 0|235l0{ A

— eclipse?t HX|Z|Of

2.jar

fusr/share/java/log4j-1.2-api-2.11.
fusr/share/java/log4j-core.jar

Jusr/share/java/log4j-core-2.11.2.jar
fusr/share/java/log4j-jul-2.11.2

.jar
fusr/share/java/log4j-over-silf4j.jar
fusr/share/java/log4j-1.2-api.jar
Jusr/share/java/log4j-over-s1f4j-1.7.25.jar
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{2/ Markers T Properties 4k Servers §F Data Source Explorer
'log4]’ - 788 matches in workspace

18] search Ik MANIFESTMF

=2 freemarker-2.3.30

124 hibernate-validator-5.4.3 Final

=2 jboss-logging-3.3.0.Final

=2 logdj-api-2.12.1

B Remote Search =7 File Search [ Task Search 47 it Searcl

Containing text

|M =2 logdj-core-2.12.1
- = & logdj-jcl-2.12.1
(* = any string, ? = any character, #% = escape for literals: * 2 %) = Servers
=2 struts2-bean-validation-plugin-2.5.27
File name patterns (separated by comma): = struts2-config-browser-plugin-2.5.27
[« = struts2-convention-plugin-2.5.27

= struts2-core-2.5.27
=2 struts2-dwr-plugin-2.5.27

<eclipse =72 '&7|" 7|5& O|&3%t0] AM>
O &1 - 3= U= =75 AMES= LH
- Syftet Grype ETE AEdSt= W
* https://github.com/anchore/grype
- HOHE AT|HE ALRSHE WY
< of2f AN AFHE Mol Hef o ol
* https://github.com/logpresso/CVE-2021-44228-Scanner

Q4. log4je| HT =0l e 23e17te?

O log4j-core K7 =0l

- dpkg -l | grep log4j
- find / -name ‘'log4j*

:/S sudo find / -name 'log4j*' }usr}share}java}log4j—l.2—agi—2.11.2.jar
[sudo] password for a fusr/share/java/log4j-core.jar
: 5 et ER : fusr/share/java/log4j-core-2.11.2.jar
Jione/e/epacae-load]-poc/logd j-rce.Anl jusr/share/java/log4j-jul-2.11.2.jar
Jusr/share/java/log4j-over-slf4j.jar

Jtmp/mozilla a®/log4].java

/tmp/mozilla_a®/log4j-1.java Jusr/share/java/log4j-1.2-api.jar
Jusr/share/maven-repo/org/slf4j/log4j-over-silf4j Jusr/share/java/log4j-over-slf4j-1.7.25. jar

<linux%l Al log4j-core ™ =}ol>
O Java Spring Framework Maven A2 Al log4j7t AX|E2 AZ9| pomxml LIS <o
"log4j-core"= M
O BMZAD "<version>ALEH T </version>" L2 20l

<l—— https://mvnrepository.com/artifact/org.apache. logging. logdi/logdj—core ——>
<dependency>

<groupld>arg.apache. lagging. logdi</groupld>

<artifact |d»logd)-core</artifact|d»

<yersion>zZ, 15, 0</version>
</dependency>

<logdj-core HH HE>
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Q5. B0 2k oA =X|3}{0F StLtR?

O logdj 2.15H{M oAt 2 AHO|EE £330joF BhL|Ct.

MM CHREE) https://logging.apache.org/log4j/2.x/download.html
O SAl YOO|EZI 0|2 B logdj HTO| MHE siZd Hot2 ot Z&LCt
- 2.0-beta9 ~ 2.10.0 : JndiLookup 22 E ZAZOM XA

zip —q —d log4j-core-*jar org/apache/logging/log4j/core/lookup/IndiLookup.class
- 210 ~ 2.14.1

A=

* log4j2.formatMsgNoLookups S+ LOG4)_FORMAT_MSG NO_LOOKUPS 2+ H=E trueE A7

Q6. Hot YAH0|E= OfEA dtLtR?

[FFel] A2 2HEof w2t Crfol 2o[HBE|7L FIt2 HMBE|0 S + A28R HAE F
HDEEL|

Hgs

O logdj-corejar THY QIX| U T WY = jar THAS Of2fe| HZOIM CrRRE
|MH ™ CHREE) https://logging.apache.org/log4j/2.x/download.html
O Java Spring Framework Maven2 AESt QU= 49 HE HE 8 T THAX|, HA 1=l
® pomxmlE CrZiar 20| =73

<dependency>

<groupld>org.apache.logging.logd4j</groupld>
<artifactId>logd4j-core</artifactid>

<version>2.14.1</version>
</dependency>

<F| o5t MOl pom.xml>
<dependency>

<groupId=>org.apache.logging.log4j</groupld=
iartifactld:-log-:lj -core</artifactId>

gversion>2.15.0</version>
</dependency>

O OIED S| pom.xml>
@ mvn install

® ./mvnw dependencylist | grep log4j or sudo find / -name ‘log4j* = H7T 2150 Ol O
=kl

O gradle2 AF83ID AUs FL HE T2 7 = HWEX|, HE Mol
®-1) build.gradle0i|A] log4j2.version YH|O|

ext| log4j2.version’]

D-2) Gradle

= '2.15.00

implementation(platform(“org.apache.logging.log4j:log4j-bom:2.15.0"))

@ ./gradlew dependencylnsight —dependendy log4j-coreZ2 H{™ 2.15.0 0|4 Of

2 whetel
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A H (Apache log4j 2)

Log4j 2 : AtH} 7|4t |
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(CVE-2021-44228)

@ IOl 23, AN OeRc g S

<log4j F<4HE x>

Q8. SlE 3OS TR 4 U WEHS oA T & USNHer

O Ol YAZ WIBI0] logai2 2N $ X HHUS OIS & YLICE
- https://rules.emergingthreatspro.com/open/suricata-5.0/rules/emerging-exploit.rules
X 2 BA M2 U5 ALY =gl et oiEA SEE = AT AIAH 230 des = °

o2 &t dE ¥ M HIELICL Eot 2309 715740 Aoz X|HHQ HH0|E7 Eags

LHEELLCE

€ & @ rules.emergingthreatspro.com/open/suncata-5.0/rules/emerging-exploitrules R K & = 2
alert http any any —> |JHOME_NEI, $HI|F_SERVEHS] any (msg:"El EXPLOJ| Apache [ogdj HUE Attempt (http Idap)

content:" 124 Tolindil3alldapl3a 2f 2fl"; nocase: fast_pattern; reference:url, lunasec, io/docs/blog/logdi-z logd) 1/34 A v X
classtype:attenpted-admin: sid:20534647; rev:l; metadatacattack_target Server, created_at 2021_12_10, cve it

Internal, former_category EXPLOIT, signature_severity Major, tag Exploit, updated_at 2021_12.10;

alert http any any > [BHOME_WET, SHTTP_SERVERS] any (msa:"ET ERPLOIT #pache logdi RCE Attemet (htte rmi) (CYE-2021-44228)°; flow: estah\\shed to_server;
content:" |24 Thlindil3alrmil3a 2f 2f|"; nocase; fast_pattern; reference:url, lunasec. io/docs/bloa/logdi-zero—dav/;: reference:cve, 2021-442
classtypeiattenpted-admin: sid:2034648; rev:l: metadatatattack_target Server, created_at 2021_12_10, cve CYE_2021_44228, deplovment Per\meter deployment
Internal, former_category EXPLOIT, sisnature_severity Major, tag Exploit, updated_at 2021_12.10;

alert tep any any —> [$HOME_NET, $HTTP_SERVERS] any (msa:"ET EXPLOIT &pache |ogd] RCE Attempt (tcp |dap) (CYE-2021-44228)"; flow:establ ished,to_server;
content:" |24 Tblindil3alldapl3a 2f 2f|"; nocase; fast_pattern: reference:ur|, |unasec,io/docs/bloa/logdi-zero-day/; reference:cve, 2021-44228;
classtype:attenpted-adnin; sid:2034649; rev:1; metadata‘attack_target Server, created_at 2021_12_10, cve CYE_2021_44228, deployment Perimeter, deplovment
Internal, former_category EXPLOIT, signature_severity Major, tag Exploit, updated_at 2021.12.10;

alert too anv anv —» [$HOME_WET.$HTTP_SERVERS] anv (msa:"ET EXPLOIT Apache [oadi RCE Attemnt (tco rmi) (CYE-2021-44228)°; flow:established. to_server;




