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[win2008 R2 X2 ZZ}] 9. AD 2| ui iy} 5 2l-AD Snapshot

Active Directory = O{E A = H =
CHE SE = OFEZEXIX[2E AD = IT QI Z2te| St Ho[L ASEE 5 9| tast S2=0|
i

ez SOUY| ME0] A

I W20 AD 0| M= OFX| Hyper-V 2| A4 X ™ Snapshot 7| 5= M-S $HCt
Hotes A[FO|L F7|H2 2 Snapshot & HO{F 1 3ld §2E OH2
252 AD o AHAFY| S0 Ciol OFLE 2T

[m
ot
> 1
i
>
30
rir
N
or
o
n

>

AL
<AAE M4

AD O AHARS AFRSL7| QI8 M ntdsutil S AF23}H EICH

= —
HZ TE T E QA ntdsutil £ &3S E 7| HI2ECH

ntdsutil & 25t = snapshot S 2HSIH AHAS M8 & e SE{ 7} &I
Ol7|M 7 =2 AHER- S ot LOt=Lf

- ntdsutil

Microsoft Windows [Uersion 6.1.76011
Copyright {(c> 20089 Microsoft Corporation. All rights reserved.

C:tserstfidministrator>ntdsutil
ntdsutil: snapshot

Create
Delete
— H

Help

List All
List Mounted
Mount s
Quit

Unmount s

AR &2
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Aot H QUARA YIS AFESHMAIR." 2t o 27 EHEICH

Activate instance ntds

0|0j create & MBI FAIH YAHO2 Agato] MAEIT

create
Opci=

£1da—4878-96d5-8ccc2d284£21

OfM §&Ho 2 AHMA0| S ACE O w0l A WAL A = "quit” & 0|83}

=
ri
n

o2 I} =

- A=Lu A

= Ay X
{6409fd1d-f1da—4878-96d5-8ccc2d284f21>
Ak “: lquit

ntdsutil: quit

C:Wserstfidninistratord
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C:¥>ntdsutil
ntdsutil: snauahot

2811/84/28:18:25 {B5084d4d-2712-4547-9146—-a6Bdc5cf8233>
D: {21adf302-919d-4638-b282-achBdee56d8c> =z:W
C: {e?cldc31-511h—4beB-b991-12377ff%cc208>

4: 2011/605,/24:09:40 {6409fd1d-f1da—-4878-26d5-8ccc2d284f21>
5: C: {B53ceb86-68c6-4301-8cah-643341f72883>

6: 2011/05/24:89:42 {3ahB65f4-f362-4ah8-afd?-a3945af4f876>
?: C: {4cBd4508d-117c-4f91-b283-42eeel?715ec>

MY CHAE SEHIYAMLR TSt = AKX of2h X Lo XMa[otd +& ULt

o 11—

Ntdsutil snapshot "activate instance ntds" create quit quit

AZEHO| SEotH M 0 FESICE

jﬂ
o
ot
> lbe
oz AN
I
|m
-
>

IC:W>ntdsutil snapshot “activate instance ntds" create guit guit
Intdsutil: snapshot
=: activate instance ntds
atds"( SO Z
create
Dk’ I_

oI quit
util: quit

OF o AN A-MAS EASHA ECH



clAk: C:WWindowsWsystem32¥Wcmd.exe - ntdsutil

: snapshot
mount <{4cBd458d-117c—-4f91-h203-42eeel??15ec>
== C:WSNAP_2011085240942_UOLUMECSH#<

1@ ZF . 22 0A3(C) - BRI
24 v BEHA v MO = v @
T 0l ~ | +met om [ 5
| Backup 2011-04-28 2= ,,, FHIY DH
- cholEgial MNET 2011-04-26 271 .., It 20
S Windows 2011-05-17 A ., M =0
& 2m 03 e sciipt 011-M4-282% .., M =0
e M 28 (D) Program Files (x86) 2011-M4-28 2% ... T =H
ca M EE () Program Files 011-04-28 2% .., M EQM
i gzgg::gg g PerfLogs 2009-07-14 2= ... MY E0
s STARSHIPS| E inetpub 01m-05-18 2% .., O E0
. STARSHIPS] F @ $SNAP_201105240942_YOLUMECS 2011-05-24 25 ... M =0
€ IEY3
‘ | 3|
& I 2=

O[¥|= dsamain 0|2t £& Sl Or2ESt A HAS MH|AZ AHAZICH
ArEH- 2.

dsamain /dbpath < path to database file> /Idapport < PortNumber>

M= 15886 LEZ MH|AZ MSA|ZICE

4|
C:W¥>dsamain ~/dbpath C:WSSNAP_201105240942_UOLUMECS#/indowsWNTDS¥ntds .dit /ldappol
rt 15886

EUENTLOG <{Informational): NIDS General /

Microsoft Active Directory TM| 2l AH| A
514
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EC|of O[H| &==0] A2l AHe| ADEEE OHX| 2 AHEdts AXME =2di= =+ QUEt

B Active Directory ALSA 2 Z7H
I (F) Em(.‘31) BI(Y) EET(H)

3]

0IE [ ZE
7'517“EI %lE[ 1 HEE A FHElE HE5=E E0...

= 3 mars,com Fqmars,com  EMH2

# . Builtin
| Computers
s | Domain Controllers
| ForeignSecurityPrincipals
| Managed Service Accounts
| Users

0fA
dn

HE
L

¥ [+

E

AMES 2251 = AZSHA|= unmount FHH S O| 2oLt

Unmount {HZ st AtHAkO| GUID}

C:Wntdsutil

ntdsutil: snapshot

Al f:! list mounted

1: 2811/084/28:18:25 {B58004d4d—-2712-4547-9146—a6Bdc5cf8233>
2 D: {21adf3602-919d-46308-h282—-acBBdee56d8c> z:#

3: 2811,/85,24:09:42 {3abhB65f4-f302-4ab8-afd?-a3945af4f876>
4: C: {4cBd450d-117c-4f91-h203-42eeel??15ec> C:W5SNAP_281105240942_UOLUMECSH

unmount {3ahB65f4-f382-4ah8— afd?—a3945af4f876}

{4cBA450d-117c-4f91-h203-42eceli 7715605
L LH

KSR ZHEHS| AD S A0r 570 0| 8&l= A HA7| SO Chs Lot RtCt.
O XMet =2 Of2f2f Technet AfO|EE O &BHLf
http://technet.microsoft.com/en-us/library/cc753609(WS.10).aspx
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[win2008 R2 X ZZ}H10.POWERSHELL 2 0| 2%t A 2t2|

PowerShell 2 A|AH 2| E ol A HHE A 9 AFEE A0 Z NET Framework 2.0 2 25
MEE = s B AEHE HHEY2 2 MY 42| == B2 7[52] &42 A32tE AL
4‘“ ‘/
j /
u
2008 R2 {70 SOIMEM MZ2 7[50[ BO| F7tE| =08 & B2 27t 355HH o2
MOIEEE ot =5{ 27| HiZC.

Windows 2008 R2 Of| A| PowerShell o] M|2& 7|5
http://technet.microsoft.com/ko-kr/library/dd378784(WS.10).aspx

CL 2008 R2 B E&= Yol MX[g0| 7| 2™Mo 2 EXf7t &0 2B HEA|Z M PowerShell & HZ

PowerShell 2 A3SIH QUM Ol HHT E T E QF QALSH 20| £Ct.

£ 22| Ak Windows PowerShell (o [@]=]

Windows PowerShell -~
Copyright <(C> 2009 Microsoft Corporation. All rights reserved.

PS C:HlUserstustarmanv>



http://www.sqler.com/392324
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<Cmdlet?>

command-let (HMEZ!) 0|2} E2|= cmdlet 2 Lie[H 2HHUM A= HEXMHE +=HS=
FFO{O|L}.
MH| cmdlet 2|AEES ZOISIE D A OA|H Get-Command 2h= HHE 0| 238}H =ICt

Get-Command
Ot M & £=Ht2 cmdlet O] &=L}

£ Di2|Ap: Windows PowerShell
PS C:¥> Get—Command

Name

rA

?

A:

ac
Add—Computer
Add—Content
Add-History
Add—Member
Add-PSSnapin
Add-Type

asnp

B:

C:

cat

cd

cd..

cdi

chdir
Checkpoint—Computer
clc

clear
Clear—Content
Clear—EventLog

Definition

ForEach—Obhject

Where—Obhject

Set—Location A:

Add—Content

Add—Computer [-DomainNamel <...
Add—Content [-Pathl <Stringl...
Add-History [[-InputObject]
Add—Member [—MemberTypel <PS...
Add-PSSnapin [-Namel <String...
Add-Type [-TypeDefinitionl] <...
Add-PSSnapln

Set—Location

Set—-Location

Get—Content

Set—Location

Set—Location

Set—Location W

Set—Location
Checkpoint—Computer [-Descri...
Clear—Content

Clear—Host

Clear—Content [-Pathl <Strin...
Clear—EventLog [-LogNamel <S...
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st =35 ZF Cmdlet 0f L3 4 HES Get-Help 2t Cmdlet 2 =HQI8HAL = QICH

Get-Help "2 "%t cmdlet”

Get-Help 50| examples, -detailed, -full 1} Z2 SME AFESIA T|A|H ST cmdlet o] AH &
OrL|2t O MI7tX] A M-S EICE E S e HAIX= 25 ot=2t7t [0 A0 H2[5HA Cmdlet 2]
AHE 0| CHs mpetet =~ A= 2E S M3}

[

&X' 22| ZF Windows PowerShell o[ @] =

Cmdlet 2! Windows PowerShell

Get—Command [[-Namel <{string[l1>] [-CommandType {Alias | Function | Filter |

Cmdlet | ExternalScript | Application i Script | All>] [[-ArgumentList] <0
bject[1>]1 [-Module <string[l>]1 [-Syntax] [-TotalCount <int>] [{CommonParame
ters>]

Get—Command [-Noun <{stringl[l1>]1 [-Uerb <stringl[l>] [[-ArgumentList] <{Ohjectl
1>1 [Module <stringl[l1>] [-Syntax] [-TotalCount <int>] [{CommonParameters>]

Get—Helpi} &2 emdlet.
JHN SLCt. v
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=
24 "Get-Eventlog -list " 2 O|HIEZ 10| &5=0| & Lt J=X| 2ZICt

£y 22| Rk Windows PowerShell

PS C:#> Get—EventLog -list

Max{(K> Retain OverflowAction Entries
OQueruriteOlder
OQueruwriteAsNeeded
OQueruwriteOlder
OQueruwritefAsNeeded
OQuerwriteOlder

Application
eventsl
HardwareEvents
Internet Explorer
OQueruwriteAsNeeded Key Management Service
OQueruriteAsNeeded Media Center
OQueruriteOlder 27 MyNewLog
OQueruriteAsNeeded 56 OAlerts
OueruriteAsNeeded 12,843 Security
OueruriteAsNeeded 43,631 System
OQueruwriteAsNeeded 1,157 Windows PowerShell

208,480
8,192
512
128
20.480
20.480
15.368

NN N®]

| Zt2| Rk Windows PowerShell

(M] '

C:%> Get—Eventlog —newest 18 —logname application

Index Time EntryType Source

Information Windows Error Rep...
Information Outlook

Information Outlook

a Software Protecti...
a Software Protecti...

Information Software Protecti...

1873741862
1873741854
1873742727
1873742726
1873742827
1873742890
1873742724
2147486684
1873742827

Information Software Protecti...
Information Software Protecti...

Warning Windows Search Se...
Information Office Software P...

(=B - - I - A T~ A T~ T~ L - - A - 3

The Sof...
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&Y 22| Xk Windows PowerShell

WS CK> UMCMD ProcessName

ancameral
audiody
8.70 ClientSHM
8.608 cnd
1.36 conhost
8.14 conhost

128 1.62 CSYSs

339 4?7.97? CcSPSs

144 5.74 DpCRM

283 1.14 DpServerManager

270 275.83 duwm

298 10.83 EXCEL

355 142 .69 explorer

63.24 GDownService

GoogleCrashHandler
Idle

g, Start 8} A|ZH2, Stop 813 HX| 5,

Ab+EHAF LX 2 0|3 M 0fL R

%
mjo
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i
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oo
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o
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0x
ro
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mn
mjo
Mk
m
o
el
x

HOolEL.

Get-Process | Where-Object {$_.workingset -gt 100mb}

3 2| AR Windows Powershell =R

PS C:%> Sprocess get—process | Where—object {5_.WorkingSet —gt 18Bmb>
PS C:W> Sprocess
WS CK> UM<HD> ProcessHame

184456 AcroRd32
216724 273492 devenv

138376 141336 iexplore
1680840 169432 iexplore
133888 135256 powershell_ise
L4764 263628 1.734_88 HebhMa

L7956 184188 668 .25 HINWORD
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<=3#H>
oredel 2% 28 J0 stLt= Helst EH2 0|0
=

o
2 Z2MAF OFX|8 10 71 ] Z2HA0A R/ts =T HTML 2 XFsHA &t

Get-Process | Select-Object -Last 10 | select-object Name, Handle, CPU, ID, WorkingSet |

ConvertTo-Html | Out-File C:#WProcess.htm

ConvertTo-Html O|2}= ZtELSE Cmdlet O 2 £2QAI0| HTML 2, Out-File 8 Ed{jA 2 =2

MES Bt

—

@ HTML TABLE - Windows Internet Explorer e S | B |

) () |é, C:#Process.htm - | ;,_| X | | ging o

*

ve 8727 |95 Hl=a ao

@ HTML TABLE fi -8 -2 &~ HAE~ FE~- =FQ~ @

b3

Name Handle CPU Id WorkingSet
svchost 1984 14.6016936 2192 19587072
svchost 1980 0.2340015 2264 8204288
svchost 904 0.0156001 4536 5259264
System 4 819200 |
taskhost 2328 09516061 2400 10387456
WebMa 1988  403.0441836 2632 66998272
Wininit 1972 0.0780005 432 4255744
winlogon 1836 03276021 564 5791744
WINWORD 2396 135.0812659 2228 117346304
WmiPrvSE 2112 8.6892557 6096 18493440

o= M ZEH | 23 00 4R /3 - ®100% ~

OFEFZFR| 2 XML 2 745 8}C}.

Get-Process | Select-Object -Last 10 | select-object Name, Handle, CPU, ID, WorkingSet | Export-

Clixml C:WProcess.xml
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XML 2AM7F MMz UL

& CwProcessxml - Windows Internet Explorer L ad L n
— - R —— L ———
|
s | =] CWProcess.xml - || X Biirng
O O‘. |————. T T T S T T T e O e - | = l | —"':

J¢ =A%2 |9 E=8 Ao= ~

| |88|'|@HTML TABLE |§C:Wproce55.xml |§C:mece,55.xml |@C:Wproceas.... x |—| - v ] gmn v

l - <0bjs Wersion="1.1.0.1" xmins="http:/ fschemas.microsoft.com/powershell/2004/04">
- «<0Obj Refld="0"=

- <TM Refld="0"=
<T =Selected.System.Diagnostics.Process </T =
=T =System.Management.Automation.PSCustomObject</T =
=T =System.Object=/T=
= Th =
- «MSz=
=5 N="Name">=swvchost</S=
- =0bj M="Handle" Refld="1"=
- <TN Refld="1"=
<T =System.IntPtr</T=>
<T=System.ValueType</T=
=T =System.Object</T=
< TM=
<ToString=2104=</ToString =
=/0bj=
=Db N="CPU">=15.147697099999999 =/Db =
<132 N="Id">=2192 /132>
<132 N="WorkingSet">23240704 </I32>
< MS =
</0Obj=
- =0bj Refld="2"=
<THMRef Refld="0" /=
- =M5 =
=5 N="Name">svchost</S>=
- «<Obj N="Handle" Refld="3"=>
=<TMNRef Refld="1" /=
<ToString>=2188 </ToString=>
</0Obj=
<Db N="CPU"=0.2340015</Db=
<132 N="Id"=2264</132=
<132 N="WorkingSet">-8204288 /132>
= MS =
</0Obj=
- =0Obj Refld="4"=>
<THMRef Refld="0" /=
- «MSz=
«5 N="Name">=svchost</S=
- =0bj N="Handle" Refld="5"=
<THNRef Refld="1" /=

AT AStrina =1 9N -~/ ThStrinn—

e
fl
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http://technet.microsoft.com/ko-kr/library/bb978526.aspx

2O 2 SHIX| ZQAMHO|A] restart-computer = HAE QF S| EA|Z AHBHC]

folE & shel At Tsf e A7 2t
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[win2008 R2 X ZZ]11.POWERSHELL 2 0| &%t R L|E

K|k AlZH ZhChot mheElS 2710 0]0] O AlZtol|l= Lt|#S O| &t Ztefet =LK Zoi| Chol
ZOFE L.
ojol of g At FE ERE AMY MAHO| "mel" A= & 5o §le Olfe HIZ 2Ed Mo/t

AA
AHQIOILE 25 2/0f OJ#H0fl= WMIM A AHE3l =L

<WMI(Windows Management Instrumentation) >

WMl & 22f  vb A3 ZE Mo BO| AAEL[EH ez U AME AR 22| E X[ )dts &H2
HEoICh AT EE AREALE NET 7HEA 250| 22| 2Al= 5%t =7 S0 5tLto|C.

XEMgh ZolLt B H2 OfefE Fr=THot

http://technet.microsoft.com/ko-kr/library/cc736575(WS.10).aspx

OO0 M WML & AR E = Get-WmiObject 2t= % AE5HA et
" DL HEZ Q8N 227t AFEE WMI 224+ "Win32_PingStatus" O|C}.

$hostname = "localhost"

Get-WmiObject Win32_PingStatus -Filter "Address='$hostname""

flel YS HAGHH $hostname B4=0ff X|ZEl MB{Of LS Win32_PingStatus K| YEE EOFC}

S C:%> Get—UWmiObject Win32_PingStatus —-Filter “Address=’Shostname’"

Z1: 22 0] BAIO RA 220t MAHZ A SLICEH

Source Destination IPU4Address IPU6Address

STARSHIP 192.168.0.92 fe80::abaa:1837:a2b8:d
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Ol EE BIEOZ siAf Of2fot 2 B0

0g*

Ef= Tt

mn
+
30
o

Function PingSrv ([string] $srv )

{
$wmiObj=get-wmiobject win32_pingstatus -Filter "Address="'$srv"

if(fwmiObj.statuscode -eq 0)

{

write-host $srv "®Z 23] 0| ~!I"
}

else

{
write-host $srv " BH|HS SHAF ="

}

¥ 22| Xk Windows PowerShell

C:%#> Function PingSrv <(I[stringl S$srv >
£
SumiObhj=get—uwmiobhject win32_pingstatus -Filter "Address=’%sruv’"
if (SumiObj.statuscode —eq @)
£
write—host $spu "HZE ZF|0|~eew
>
else
£
write—host Ssruv
>
>

PS C:#> PingSrv “sgqler.com"
sqler.com A= =60~

PS C:4>

J
WML = Z83A AE3ts BES A5l



=S UEH 5 A= 7|27t =X @

k=3
= =
SoUECt AAYES BROW CfPUEHAS o] B &

2H=Z 22 g& el Itz 0| 83A 1000 ol ¢o] HYMS

"1000 Cff.txt" 2t= Lp20f| Of2jZ O] N2 E JStA[= OfO[H|Lt &
7h g8l 2 2Lt

microsoft.com

naver.com

test2.com

192.168.0.17

192.168.0.27

a3 =2 #HZAE of2fe] Pingl000 &t4+& EZICt

Function Ping1000 ([string] $1000file)

{
foreach($srv in get-content $1000file)

{

k=13
2!

o 2l

$wmiObj=get-wmiobject win32_pingstatus -Filter "Address="$srv""

if($wmiObj.statuscode -eq 0)

{

$srv | out-file "D:Wsuccess.txt" -Append
}

else

{
$srv | out-file "D:Wfail.txt" -Append

}

—

o
=

2 =771 =tk

ols) = Act

1000 7} =Xt8 o2 EQUCt

O M 0f PingSrv I Eetrl 222 MM =2 =0 QI0|L} OfO|I|E 7}X{ 2FA{(get-content),
.|

O Z(foreach) A1}tE, out-file & 0| 3| XZ&tst= EL0|C}.



O A=t

Ping1000 "d:#1000 Cf.txt"

Ot X of A H-3ot A2 success.txt 0f...

Touccessot - o l=|&] =
| H2E BEE MAO) 271V) ESUH)
lsaler.com .
192.168.0.9

4 »

20et A2 failtxt O 2FEO MFE AL

[ e ; =8| =
oF) J|EE MAO) 27|1V) =2ZH)
asdfafdsadf.com -
192.168.0.27
£ b
49 ZHEHS OI M QUXIBH O[3 |02 of7to| Bjo 2 fFetExYS mE 4+ YUrt
HHEXHOI0] A OA|CHE, BH SHe YRS KHSEH D HOAICHE,
Hf= m@fo| cfeto] & 4= QUCH
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* Windows PowerShell ISE

Windows PowerShell ISE = |I=% OCIEHMEH S A3 E 242 NSst= =0|Ct
oH Qo] Kte A2 E KoZ 7| A s

A 7|9 M ®a[oh o|8std = RUes FolH S| B2
x 2 xto

A0 =8E= =3 &, i SiCto| &2 & k0 2 PowerShell /T E &K & CLI(Command line
interface) et40 2 HJ&|= A0|C}
{20 ZA| =I5t 42 7HEHSH Cmdlet 2 HE &0 7| = 'EnterE FEA|AL AT EE FOf

| = E
ORE 0D MY OWRID =R
'-H--. I-.I"'h ﬂ L =] o u I'_'|. ..-_ |
NE SEipi x .
1

I
|
]
|
i
i
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]
E 2 LW ndoes W temdl » T
E
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i
r g1 81 L2
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ME 22| X0 7| 53 7HE 0|-85}0] PowerShell ISE & 2X|5tH AE0| 7hsdtEt
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- Overview
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